
    Staff Acceptable Use Policy for Technology 
 

Feaster Charter School 
 

POLICY:   A Device, whether it be Windows Laptop, Macbook Pro or iPad and peripheral (such as a 
power adapter, and VGA adapter aka “Dongle”) may be issued to a staff member within Feaster Charter 
School and Chula Vista Elementary School District purchased through site funds for instructional and 
administrative use by the staff members. 

PURPOSE:  This policy is established to provide increased efficiency, increased productivity, and cost-
effectiveness for staff members in their job duties. 

GUIDELINES FOR USE: 

Acceptable Use 

Staff members are expected to use the Devices to access information, increase efficiency and productivity.  
Devices are not intended to be used to access or store personal information. Staff Members may not use the 
device to store personal iCloud Accounts. 

Email Access 

In order to receive District and Feaster Charter School communications on the Device, staff members 
should link the devices to their District email accounts.  Feaster Charter School will allow limited personal 
use.  However, the intent of District email accounts should never act as a primary (or only) email for 
personal communication.  The establishment of a working email address is the responsibility of the staff 
member working through his/her own information technology staff.  Feaster Charter School Information 
Systems will provide instructions on how to access the email functions through the Microsoft Office 365. 

Damage or Loss of Equipment 

All staff members are to exercise due care when using the Device.  Staff members will be responsible for 
ensuring, to the extent practical, reasonable, and possible, that no loss, theft, or damage occurs to the 
Devices and peripherals in their care, custody, or control.  In the event of damage, loss or theft, the staff 
member will be held accountable for full replacement or repair of the Device.  Insurance is available 
to cover damage at a rate of $50 to cover all devices per year.  This insurance DOES NOT cover loss 
or theft.   The insurance is good for a single use per year of coverage.  After use, the employee will be 
responsible for the cost of further instances of repairs to damaged devices. 

Data Security and Privacy 

Staff members must password-protect their Devices to prevent access by unauthorized persons.  While the 
School respects the individual privacy of its staff members, their personal privacy rights do not extend to 
any content, information, or materials residing on, downloaded to, stored in, or traveling through the 
Devices.   

Feaster Charter School reserves the right, without notice, to limit any staff member’s use, and to inspect, 
copy, remove, or otherwise alter any data, file, application, or system resource that may undermine the 
authorized use of the Device. 

Ownership of Devices and Data 

The Devices are and shall at all times remain the property of the Feaster Charter School.  They are being 
issued to the staff member to assist them in their administrative and instructional duties/responsibilities.  



All data, messages, content, files, Feaster Charter School’s key applications, and folders sent, received, 
composed, downloaded, and/or stored on the equipment are and shall remain the sole property of Feaster 
Charter School, irrespective as to the manner by which any such data, message, content, file, application or 
folder was placed on the Device or by whom. Feaster Charter School disclaims any responsibility for loss 
of data, whether personal or business related or from system malfunction or any other cause.  Furthermore, 
Feaster Charter School disclaims any responsibility for loss or damage as a result of a staff member’s use 
of the Device.  Staff Members may not allow any outside entity to connect to or permit remote access to the 
computing resources. 

Termination of Use 

Feaster Charter School reserves the right to terminate a staff member’s use of the Device at any time with 
or without cause.  If a staff member’s use of the Device is terminated, the Device will be returned to the 
Feaster Charter School.  Staff members should be aware that even when information or messages have been 
erased or deleted, it might be possible to retrieve data from a backup system.  Therefore, staff members 
should not rely on the erasure or deletion of information to assure it has remained private.  The devices 
should be returned in a “new” state with no Apple ID attached. 

Unacceptable Use 

The following activities are, in general, prohibited.  Under no circumstances is a staff member authorized to 
engage in any activity that is illegal under local, state, federal, international law, or against District Board 
Policies while utilizing the Device.  The list below is illustrative and is not intended as an exhaustive list of 
all prohibited activities: 

1. Violations of the rights of any person or company protected by copyright, trade secret, patent, or 
other intellectual property, or similar laws or regulations, including, but not limited to, the installation or 
distribution of “pirated” or other software products that are not appropriately licensed for use by Feaster 
Charter School, the District or purchased by the staff member. 

2. Unauthorized copying of copyrighted materials including, but not limited to, digitization and 
distribution of photographs from magazines, books or other copyrighted sources, copyrighted music, and 
the installation of any copyrighted software for which the District or staff member does not have an active 
license. 

3. Exporting software, technical information, encryption software or technology, in violation of 
international or regional export control laws. 

4. Deliberate introduction of malicious programs into a network, workstation or server (e.g., viruses, 
worms, Trojan horses, e-mail bombs, etc.). 

5. Allowing use of the Device by others; this includes family and other household members when 
work is being done at home. 

6. Using Device to actively engage in procuring or transmitting material in violation of any sexual 
harassment or hostile workplace laws. 

7. Making fraudulent offers of products, items, or services originating from Device. 

8. Port scanning or security scanning. 

9. Executing of any form of network monitoring that will intercept data not intended for the staff 
member. 

10. Circumventing user authentication or security of any host, network or account. 

11. Interfering with or denying service to any user other than the staff member’s host (for example, 
denial of service attack). 



12. Using any program/script/command/ or application, or sending messages of any kinds, with the 
intent to interfere with, or disable, a user’s terminal session, via any means, locally or via the Internet. 

13. Using the Device to gain unauthorized access to any computer system. 

14. Using the Device for illegal, inappropriate, or obscene purposes or in support of such activities. 

Personal Use 

The Devices are to be used by staff members in conducting School District business and not intended for 
personal use; however, limited personal use of Device is permitted within this policy.  Any such use must 
be incidental and should not directly or indirectly interfere with the regular operation of the device or 
burden Feaster Charter School with any costs.  Devices are not to be used for personal gain. 

Return of Equipment 

Any Device issued to a staff member must be returned to the Feaster Charter School at the time the staff 
member ceases to be a staff member, or upon request from the Technology Manager.  A staff member 
shall be expected to reimburse Feaster Charter School for any value of any Device and peripheral 
that is not returned due to ceasing to be a staff member, or upon request from the Technology 
Manager.  Any Apple IDs attached to the device must be removed upon return. 

Computer Law and Computer Crime 

The Computer Fraud and Abuse Act and the Electronic Communications Privacy Act have been enacted to 
control abuses of computers and electronic communication/data transmission.  In California, Section 502 of 
the Penal Code prohibits tampering, interference, damage, and unauthorized access to lawfully-created 
computer data and computer systems.  This law includes criminal penalties for introducing contaminants 
into computer systems and networks, allows the court to seize hardware and software used in the 
commission of a computer crime, and allows the courts to consider prohibiting persons convicted of 
computer crimes from having access to computers. 

Use of Software Applications 

Many of the Devices allow software to be downloaded as applications on the tablets.  Feaster Charter 
School will identify key applications to be used for administrative and instructional purposes to improve 
efficiency and productivity in administrative and instructional functions.  A unique user ID email address 
will be utilized for Staff members to download the District approved key applications.  Staff members will 
be required to utilize site funds to pay for the licensing of these key applications.  The key applications will 
remain property of Feaster Charter School. 

In the event, a Staff member wishes to utilize an application for their own specific use and is not authorized 
by the District or Feaster Charter School; the Staff member will be required to purchase the application 
using their own resources (not the sites/departments).  The staff member will use his/her own personal user 
ID email address to pay for the application.  The application will remain the property of the staff member.  
Upon return of the Device, the Device will be reset with District approved key applications.  All personal 
applications purchased by the Staff member will be available through their own personal user ID email 
address to download on another device. 

Use of Other Technology Equipment 

In addition to Devices issued for use on an everyday basis, Staff members will have access to check out 
additional equipment including digital cameras and LCD projectors.  These items are to follow the same 
guidelines and policies as the Devices.  In order to check out any of these items, a formal request must be 
emailed to the Technology Manager and consent must be received through email in order to check these 
items out.  These items must be returned the following day after being checked out. 

 



End User License Agreement 
Feaster Charter School 
 

The undersigned hereby accepts the Device identified below and agrees to comply with and abide by the 
Guidelines for Use as stated in this document.  This document may later be amended and undersigned 
agrees to sign the new amended guidelines. 

 

User (Name): 
Title: 
Signature: 
   
Feaster Charter School Approval: 
Title: 
Signature: 
 
Type of Device Issued:    
Date of Issue: 
 
Peripherals (Adapters):  
Serial # 
 
CVESD Fixed Asset Tag Number  
Purchase Order 
 
Date of Return: 
 
Insurance Purchased? 
Condition at time of return:  □ Good    □ Damaged    □ Not Working    □ Not 
returned 
 
 


